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Network support

KpaTkoe onucaHue

MporpammHoe obecneyeHne npeaHasHayveHo anst cbopa u xpaHeHus MHOPMaLUKN O MOAKIIOYEHMSAX K YCTPOMCTBaM 6e30nacHOCTH
Cisco ASA/FTD

C6op gaHHbIX NPOM3BOAUTCS Yepe3 PYHKLMIO NOChITkM coobueHns Yyeped HTTP ¢ ycTponcTtBa 6e3onacHoCTM 4To obecneymBaet
rapaHTUpPOBaHHYO AOCTaBKy KOTOPYHO He rapaHTupyeT Syslog.

MHdopmaums o reonokauumn MoxeT 6bITb NONyYeHa C pasnmnyHbIX BHELLIHMX MCTOYHUKOB, Takux Kak https://ipstack.com/

B cnepnytowen Bepcum Byget goctynHa nHdopmMaums 0 Tpaduke B KaXaom ceccum norb3oBaTens.

Kommepueckas Bepcus BKtoMaeT noaaepkky 1 0GHOBNEHMS.

Mpumep:

Anyconnect rnonb3oBarenu Bce MopknioYeHHble OTKMOYEHHbIE

Nms BHelwHwit agpec BblaaHHblii agpec CrpaHa lopon Monutuka Tunnel group MpoTokon Bpewms Havana Bpems 3aBeplueHns

217 XX XX.XX 192.168.10.12 Russia Sankt-Peterburg GP-TESTUSERS TGTEST1 AnyConnect-Parent SSL-Tunnel 2022-12-01 08:17
109.XX.XX.XX 192.168.10.26 Russia Sankt-Peterburg GP-TEST-2FA TGTEST1 AnyConnect-Parent SSL-Tunnel 2022-12-01 08:17
TestUser1 217 XX XX XX 192.168.10.18 Russia Sankt-Peterburg GP-TESTUSERS TGTEST1 AnyConnect-Parent SSL-Tunnel 2022-12-01 06:50 2022-12-01 09:32
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Cisco ASA

Hactpownku Ha Cisco ASA, npumep (192.168.0.5 IP agpec cepBepa, rae 3anyLieH KOHTenHep)

logging list SSLUSERS2 level informational
logging list SSLUSERS2 message 605005

logging list SSLUSERS2 message 611103

logging list SSLUSERS2 message 113039

logging list SSLUSERS2 message 722051

logging trap SSLUSERS2

logging host inside

event manager applet StartSession

event syslog id 722051 occurs 1

action 0 cli command "call-home send alert-group snapshot profile VPNSH"
output none

event manager applet EndSession

event syslog id 113019 occurs 1

action 0 cli command "call-home send alert-group snapshot profile VPNSH"
output none

service call-home

call-home
alert-group-config snapshot
add-command "show vpn-sessiondb anyconnect"
profile VPNSH
destination address http http://192.168.0.5:7002/vpnsession msg-format xml
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Network support

3anyckK cepBucoB

YcTtaHoBka (Ha Jokep cepBep): glt clone https:/Ig|thub.comIOIegPowerCIanyconnectusers3.glt
3anTun B nanky v 3anyctutb ann initdb.sh

cd anyconnectusersandsyslog

chmod 777 initdb.sh

Jinitdb.sh

HoxpaTtbca rotoBHocTn PSQL cepeepa He aomkHO 6bITb coobLyeHnin o6 owmnbkax n BblBo AOSMKEH OblTb MPUMEPHO CReayoLwmnii:
server started
lusr/local/bin/docker-entrypoint.sh: sourcing /docker-entrypoint-initdb.d/1_createdb.sh
CREATE ROLE
CREATE DATABASE GRANT
lusr/local/bin/docker-entrypoint.sh: sourcing /docker-entrypoint-initdb.d/2_createtabledb.sh
CREATE TABLE
CREATE TABLE
_ T~
PostgreSQL init process complete;
ready for start up
LOG: database system is ready to accept connections

lMocne aToro ocTaHOBUTL 3anyLUeHbI KOHTENHeP - ctrl+c

3aTtemM MOXHO 3anyckaTb Bce KOHTenHepbl komaHgown: docker-compose up -d
Mo ymonyaHuto nHtepdenc goctyneH no ngpecy: HTTP://<Baw docker cepsep>:8182

MopThl:
SQL nopt TCP cHapyxu 5442 (MOXHO BbIKIMHOUYNTD)
Mopt TCP 7002 cnywaet Call-Home coobuweHunsa ot Cisco ASA

[na reonokauum no IP agpecy Mcnosnb3yeTcs cepBuc
https://ipstack.com/ Heobxoanmo nonyunte API kntoy n ykasaTtb ero B ¢hanine docker-compose.yml (napametep GEOLOCATIONAPIKEY:)
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boAbLLue UHCDPOPMALLUM

Poccusa, CaHkT-lleTepbypr
TannunHckas 6-B

TenedoH: +7 (812) 7034338
http://www.powerc.ru
http://www.ciscolive.ru

iInfo@powerc.ru
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Ha ManooXTMHCKOM...

Knyé CoBpemMeHHWK
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