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KpaTkoe onucaHue

MporpammHoe obecneveHne PowerTools npeactaBnsieT u3 cebst HAbop KOHCOMbHLIX YTUNNUT Ansi cOopa AaHHbIX
C ceTeBOro obopygoBaHus, O NOAKMKYEHHOM 060pYAOBaHUK, TaKOM Kak komnbtoTepsl, VolP o6opygoBaHue,
kamepesl, MJIK, oxpaHHoe o6opyaoBaHWe 1 NpoYem NOAKIIOHEHHOM K NpoBogHou ceTtu Ethernet.

[aHHbIX O BUPTYyarnbHbIX YAaCTHbIX CETSX, MHGOPMaLMIo O coceasix no npotokonam CDP/LLDP

N HEKOTOPbIX OPYrUX YTUSNT.

PLATFOR

MporpammHoe obecneveHne ckomnunupoBaHHo nog OC Windows, Linux n MacOS

Pabota c ytunutamm onucaHa ganee B JOKYMEHTE.

J[na koro co3gasanock 370 [10:

Mpexae Bcero oHo obnerdaeTt paboTy nepcoHany obcnyxuBatoLlemMy opraHM3aLumn ¢ pa3BUTON CETEBOWM MHAPACTPYKTYPOI
HanpvMep, roCTUHWLbI, BOK3arnbl, abpukun, BU3HEC LLEeHTPbI 1 MHOT1E Apyrue.

C6op uHopmaLmy O NOAKIIOYEHHbIX YCTPOMUCTBAX, B YaCTHOCTW 0bneryaeT B3anMoAencTBME MeXy pasfinyHbIMK
cnyx6amu, Hanpymep nepcoHanomMm obCcnyXvBaLLMM BUAEOKAMEPLI U CETEBBIMM aAMUHUCTPaTOpamMu 1 ynpoLuaet

N YCKOPSIET YCTPaAHEHNE HEUCTIPABHOCTEN.

Tak >xe nomoraeTt co3gaBaTb JOKYMEHTALMIO B aBTOMaTUYECKOM PeXMMe NOCKOSbKY eCTb BO3MOXHOCTb akcrnopta B XML

a ero B CBOIO o4epedb MOXHO MMMopTMpoBaTh Hanpumep B Excel.

3ameuyaHue: cOOp AaHHbIX MPOBOAMTCS MO NOPTaM B PEXUME access eCN He yKkasaH Koy -trunk

Tak e O He TpebyeT Kakux NMBO cepBepOB 1 3anyckaetcs Ha nobom MK, He TpebyeT Kakmx Moo GnbnuoTek. (3a UckNoYeHeM cOOPKM AaHHbIX O TenedoHax Avaya)
OTO NO3BOMSAET MCNOMb30BaTh €ro 06CNyXMBaOLLMM OpraHu3aLmnsamM Ha obbekTax 3akasdmka Ha aTane BBoda B 3KChnyartauuio o6opyaoBaHMs Unm
npoBeaeHns ayauTa.

Mbl nocTosiHHO coBepLiueHcTBYeM Hae [M10:

- yny4liaem onpegeneHve npon3soanTensd no annapaTtHoOMy aapecy
- jobaBnsiem NOAAEP>KKY pasnnYHbIX KOMMYTaToOpOB

- yny4ywaem paboty ¢ TenedoHmen

- yny4ywaem AoKyMeHTaLuuio.
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MAC/IP/Mpoussogutenb MHdopmMauma o NoaKNHYEeHHbIX
P owe r P O RTS v2 K MoOpTaM KOMMYTaTOpPOB, YCTPOMCTBaX
HoBble Bo3amoxxHocTn! ARP gaHHble ¢ Cisco ASA yepe3 SSH

DES, AES

Md5, SHA

Jonyctumble
3Ha4YeHus

2,3

-r IP agpec maplwpyTtusatopa
-avayadata lavaya liststation URI
-file Uma dpanna, pacwmpexmne xmi

-v SNMP Bepcus

—— -u SNMP TlNonb3oBatenb
ayTeHTUmKaLmm

—— -A Kntou ayTeHTudpumkaumm
—— -x [NpoTokon wndpoBaHus

—— =X Kntoy wmndcpoBaHus
—— -as |IP agpeca koMmmyTaTopoB

—— -a NpoTokon

PS C:\lab>.\powerportsv2.exe -v 3|/-u SNMPv3-U -a sha -A key123| |-x aes |-X key123| -as 192.168.0.253 |-r 192.168.0.1 -avayadata http://10.0.2.2/api/liststation| -file labswports.xml

Switch ip: 192.168.0.253 switch name: PowerC_SW3750 Switch location: PowerC_Lab

Cisco IOS Software, C3750 Software (C3750-IPSERVICESK9-M), Version 12.2(55)SE, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2010 by Cisco Systems, Inc.

WHpopmaums o
‘KOM MyTaTope

Compiled Sat 07-Aug-10 22:45 by prod_rel_team
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s X | Fal/@/5 | c81f.eaa6.4c16 | 1 | 192.168.7.162 | Tl.ts.local | Cisco Systems, Inc | yes

Q E | Fal/@/6 | c81f.eaa6.4c16 | 180 | 192.168.4.183 | | Avaya Inc
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Onsa kommyTtaTopoB Cisco n Eltex
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Bo3mOoXHO B3anmMogencTeane ¢ cepBncom
PowerAAD ansi oTobpaxeHust aHHbIX O TernedoHax
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PowerPORTSV2 eran

O6s3aTenbHble NapamMeTpbl BblAeneHbl XXUPHbIM LIPUEPTOM:

-V SNMP Bepcua npotokona: 2 uaum 3

-C SNMP community (ecnu Bepcus npoTokona 2, WAU €C/AN UCMONb3YeTCHA Onuua -asv2)

-p nopt, 161 no ymosi4aHuio

-as IP agpeca KOMMYyTaTOpOB, pa3jesieHHble 3anAToW, WA Avanas3oH. MMpumep: 192.168.0.1,192.168.0.7-10. B HEKOTOPbIX CAy4Yaax KoMMyTaTopbl Moxa

HekoppeKTHO nepepakT Tabnauuyy MAC agpecoB no SNMP, B TakoMm c/iy4ae MOXHO yKa3biBaTb WX ajgpeca WAM AuManas3oHbl B dopmaTe
Login:Password@ip u Torpa Tabnuua MAC agpecoB byaeT nonydeHa no SSH
(npepBapuTensHo npoTokon SSH u pexum Login mode Ao/mXHbl 6bITb BK/KYEHbl Ha KOMMyTaTope)

-r IP appeca mapupyTu3aTopoB (C KOTOpbIX nonyyaTb ARP Tabnuubl), pa3fesieHHble 3anaTol, npumep:192.168.0.1,192.168.0.2
-rv2 IP agpeca MapwpyTvM3aTOpOB MOALEPXUBAWWMX ToOJIbko SNMP Bepcuu 2 (C KOTOpbIX MosiydaTb ARP Tabnuupl), paspgefieHHble 3anAaToi
-file uma ¢ainna c pacumpeHuem xml, ¢ann byneT coxpaHeH B TeKylyl AuMpekTopuw, xml MoxHO oTkpbiTb B MS Excel

-trunk noka3biBaTb MopThl B pexume Access u Trunk

-asv2  BTopas rpynna KommyTaTopoB (Tonbko SNMP Bepcuu 2) yka3aHue aApecoB MOAYMHAETCHA TeM Xe MNpaBuiaM 4YTO M Yy MapameTpa -as
MapameTp TpebyeT SNMP community

-hv He noka3biBaTb AaHHble C nopTa, B KOTopoM ecTb MAC agpeca B VLAN xx, npumep: -hv 176

-dns IP agpec DNS cepBepa Ans pa3peweHus MmeH obopyaoBaHuA (AONXEH MMeTb Ob6paTHble 30Hbl)

-voice [Jna kommyTaTopoB D-Link u Extreme, ykasatb Voice VLAN ID

-profile ucnonb3oBaTb BMECTO MapaMeTpoOB KOMaHAHOW cTpoku, dain ¢ npodunem (Mcnonb3oBaHue npoduna JOCTYNHO B KoMMep4deckoi Bepcuu M0O)

-11dp  CobupaTb AaHHble No npoTokonam CDP/LLDP

ona SNMPv3:

-u Uma nonb3oBaTens

-a MpoTtokon ayTteHTud¢ukauum, SHA wunu Md5
-A Knio4 ayTeHTUPUKaumm

-X MpoTokon wuppoBaHusa, DES wnu AES

-X Knwo4 wndpoBaHus

Ona Cisco ASA (B ka4vecTBe MapupyTusaTopa):

-sshu SSH nonb3oBaTenb

-sshp SSH naponb

-sshe SSH enable level 3 naponb

Mpun ucnonb3oBaHuu PowerAvaya cepBuca

-avayadata avaya liststation cepsuc URI, npumep: http://192.168.17.7/api/liststation

--help BbIBOJZ, MOMOLM
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PowerPORTSv2

HacTtpowka ceTeBoro o6opynoBaHusi
il

"cl,'s'élé' SNMP v3 HacTpoWku Ha KOMMyTaTopax U MapLUpyTu3aTopax, npumep cisco ASA HacTpowku, npumep
ip access-list standard SNMPv3ACL enable password TestPassword level 3
permit 192.168.0.0 0.0.0.255 username ArpUser password TestPasswordForUser privilege 3

aaa authorization command LOCAL

snmp-server view CV1 iso included privilege cmd level 3 mode exec command terminal

snmp-server group SNMPv3-G v3 priv read CV1 access SNMPVv3ACL privilege show level 3 mode exec command arp

snmp-server group SNMPVv3-G v3 auth context vlan- match prefix privilege show level 3 mode exec command switch

snmp-server user UserV3 SNMPv3-G v3 auth sha key123 priv aes 128 key123 snmp-server group SNMPVv3-G v3 priv
snmp-server user UserV3 SNMPv3-G v3 auth sha key123 priv aes 128 key123
snmp-server host inside 192.168.0.48 version 3 UserV3

E Extreme SNMP v3 HacTponku Ha kommyTaTopax ¢ EXOS, npumep

networks

configure snmpv3 add user UserV3 authentication sha Key12345678 privacy aes 128 KeyPriv12345

configure snmpv3 add group SNMPVv3-G user UserV3 sec-model usm
configure snmpv3 add access "SNMPv3-G" sec-model usm sec-level priv read-view "defaultAdminView" notify-view "defaultNotifyView"

enable snmp access snmpv3

e -
D-Link g“',é SNMP v3 HacTPOMKM Ha KOMMyTaTopax SXXXX, Nnpumep
create snmp view ReadView 1 1 view_type included snmp-agent
create snmp group SNMPv2-G v2c read_view ReadView notify_view ReadView snmp-agent mib-view included isoview iso
create snmp user UserSn SNMPv2-G v2c snmp-agent group v3 SNMPv3-G privacy read-view isoview notify-view isoview
create snmp community getportdata UserSn snmp-agent usm-user v3 UserV3 authentication-mode sha

BBECTM Naponb 1 NogATBepAUTb ero
snmp-agent usm-user v3 UserV3 privacy-mode aes128
BBECTM Naposib U NoaATBepAUTb ero

snmp-agent usm-user v3 UserV3 group SNMPv3-G
snmp-agent sys-info version v3

snmp-agent protocol source-status all-interface

BHumaHue! Ha kommyTaTtopax D-Link ecrniv oHu ucnonbaytotes kak Inter VLAN
MapLUpyTU3aTopbl, Heobxogumo 4Tob nms IP nHTepderica cosnagano

¢ nmeHewm cootsetcTBytoero VLAN

Tak e pekomeHgyeTcs ucnonb3osate SNMP Bepcun 2¢
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Createprofile

Co3paHue danna npodcduns

Mpun ncnonb3oBaHUN yTUNUTLI powerportsv2 HeobXxoaMMo ykasaTb LOBOSIbHO MHOMO NapamMeTpoB KOMaHAHOW CTPOKU M B YACTHOCTM YyBCTBUTESbHbIE JaHHbIE, TaKNe Kak
naponn SNMP n nHorga SSH, npu 6onbLLOM konnuyecTBe 060pyaOBaHMS, BO3HUKAET XXefaHne COXpaHUTb BbI30BbI B TEKCTOBbLIV (halin Ansg NOBTOPHOIO UCMONb30BaHUS
pasymeeTcsi B 3TOM TECTOBOM chaine OyayT XpaHUTLCS Napornv B OTKPbITOM BUAE. B HEKOTOPbLIX cryvasx 31O He SABNsieTcst Npobnemon HO 06bIYHO 3TO BCe XKe Nrioxas NpakTuka.
Mbl npegnaraem ncnonb3oBatb dannbl npodunen - ato dannbl JSON B KOTOPbLIX XpaHUTLCSA BCSA MHGOpMauuMsa Ans paboThbl yTUIMTbLI powerportsv2 HoO Bce
YyBCTBUTESNbHbIE JaHHbIe B HUX 3awimdpoBaHbl. [Mpu co3gaHum npoduns TpebyeTcs ykasaTb Naporb, 3TOT Naposib 3aTeM HeobXoaAnMo BBOAUTL NPU MCNOMb30BaHUK
YTUAUTBI powerportsv2.

Yto gatoT npodpmnu:

1. XpaHeHMe NapameTpoB ANs YTUNUTEI powerportsv2 B 6e3onacHom Buae

2. Oons vcnonb3oBaHne npodunsa TpedyeTcsa Kaxabii pa3 BBOOUTb Maposb a 3Ha4uT yTepsa npoduns He AaeT BO3MOXHOCTM €ro UCMosb30BaTh

3. no3BonsieT oTAaBaTh hannbl Npodunen opyrum cotTpyaHukam He nepegasas UM naponu Ha SNMP/SSH

Kak cosgatb npodusb:

BbI3BaTh yTUNUTY createprofile c napamerpamMmm NOMHOCTLIO @HANOMMYHBIMU TEM YTO YKa3biBaeM C YTUINUTON powerportsv2 3a UCKIMYEHNEM TOTO YTO HEOOXOAMMO yKasaTb
nMms hanina npoduns ¢ NoMoLLbo napamertpa -fout

npumep:
o —
z DES, AES 4
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PS C:\lab>.\createprofile.exe -v 3/ |-u SNMPv3-U |-a sha |-A key123| -x aes |-X key123|/ -as 192.168.0.253 -r 192.168.0.1 -avayadata http://10.0.2.2/api/liststation|/|-fout labsw.json
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CDP u LLDP coceau

C D P L L D P YRnoOHbIM cnocob GbICTPOro npocMmoTpa cocenen
BCA HY>XHasi Hchopmauua B eguUHON Tabnuue

DES, AES

Md5, SHA

Honyctumble
3Ha4YeHus

2,3

-u SNMP TlNonb3oBatenb
-as |IP agpeca kommyTatopoB
-file Umsa cbanna, pacumpexme xmi

-v SNMP Bepcus

ayTeHTudumKauum
—— -A Kniou ayTeHTudumkaumm

—— -x NpoTokon wndpoBaHms
—— -X Knto4 wndpoBaHus

+—— -a NpoTtokon

PS C:\lab\cdplldpv2> .\cdplldp.exe -v 3 |-u SNMPv3-U |-a sha -A keyl123| -x aes |-X key123||-as 192.168.0.253 | -file LabSwitchCLD.xml
Name: PowerC_SW3750 Location: PowerC_Lab

Cisco IOS Software, C3750 Software (C3750-IPSERVICESK9-M), Version 12.2(55)SE, RELEASE SOFTWARE (fc2)

NHpopmaumsa o —— BTt Support: http://www.cisco.com/techsupport

KomMyTaTope Copyright (c) 1986-2010 by Cisco Systems, Inc.

Compiled Sat 07-Aug-10 22:45 by prod_rel_team

CDP data
Fommmmmmmemee
| LOCAL PORT

MHdopmauma CDP —— [
Cp p u | Fal/e/1 APccef.4820.6346 | GigabitEtherneto.1 192.168.0.153 | cisco AIR-LAP1142N-E-K9
WLCv | GigabitEtherneto/e/1 192.168.0.198 | AIR-CTVM-K9

Floor2_new | GigabitEthernete.1 192.168.0.160 | cisco AIR-CAP2702I-A-K9

| Fa1l/e/1
| Fal/e/24
PR

+———+ —+

LLDP data

| LOCAL PORT

A meomom oo oo

|/|Hd)0pMaLl,|/IF| LLDP | Fal/e/1 64a0e726e9d7 | APccef.4820.6346.POWERC.LOCAL | Gi@ 192.168.0.153 Bridge,

| Fal/e/15 01c0a8b40a | AVXA64C18 | c81feaab4c18 | 192.168.18.12 Bridge,Phone,
| Fal/e/24 88f03157b327 | Floor2_new.POWERC.LOCAL | Gie 192.168.0.160 Bridge,
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CDPLLDP AeTaau

O6s3aTenbHble NapaMmeTpbl BbigerneHbl XXKUPHbIM LPUgTOM:

-V SNMP BepcuAa npoTtokona: 2 uwaum 3

-C (ecnm BepcuA NpoToOKOsA 2, WAM €C/IM UCMOJIb3yeTCA onuusa -asv2)

-p nopt, 161 no ymoJsiHaHu

-as IP apgpeca KOMMYyTaTOpOB, pa3fesfieHHble 3anAaToi, WAuM Auanas3oH. Mpumep: 192.168.0.1,192.168.0.7-10

-asv2  BTopasa rpynna KommyTaTopoB (Tosnbko SNMP Bepcuu 2) ykasaHue aApecoB MOAYMHAETCA TEM Xe MNpaBuaaM 4TO M Yy MapameTpa -as
MNapameTp TpebyeT SNMP community

-hcdp  He oTobpaxaTb AaHHble CDP

-hlldp He oTobpaxaTb AaHHble LLDP

-file uma danna c pacumpeHvem xml, ¢ann 6yaeT cCOXpaHeH B TeKylWwyw AUpeKTopuiw, Xml MOXHO OTKpbiTb B MS Excel

ona SNMPv3:

-u MMA nonb3oBaTenAa

-a MpoTtokon ayteHTudpukauum, SHA wnam Md5

-A Kniow ayTeHTuduKauum

-X MpoTokon wuppoBaHusa, DES wnu AES

-X Knio4 wndpoBaHus

--help BbIBOJZ, MOMoOLM

BHumaHeune

Ha paHHbI MOMEHT, nogaepxmBaeTcs pabota ¢ obopynoBaHuem Cisco n Huawei
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Cnucok VLAN u SVI nntepcencon

LISTVLANS

0 g
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PS C:\lab\>.\listvlans.exe -v 3| -u SNMPv3-U -a sha -A key123 -x aes -X key123| -i 192.168.0.253 -file vlanlist.xml
Name: PowerC_SW3750 Location: PowerC_Lab
Cisco IOS Software, C3750 Software (C3750-IPSERVICESK9-M), Version 12.2(55)SE, RELEASE SOFTWARE (fc2)
MH(*)OpMaLWIFl o —— Technical Support: http://www.cisco.com/techsupport
KOMMyTaTope ight (c) 1986-2010 by Cisco Systems, Inc.

led Sat ©7-Aug-10 22:45 by prod_rel_team
[P,
| VLAN ID

+
| default 192.168.0.253
| VLAN@@®2
| VLAN®O10
| VLAN@@17 192.168.20.3

|/|H(bOpM3Ll,Mﬂ o VLAN - | VLAN@@35 192.168.10.1

| VLANO100 192.168.255.9
| PhoneTest 192.168.18.1
| VLAN@999

| fddi-default

| token-ring-default

| fddinet-default

| trnet-default

e
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ciscotype7pass

PacwudpoBka naponeun Type 7

Type 7 3awmncpoBaHHbIN Naposb

c:\CiscoSoftware>ciscotype7pass.exe 15260E1F101C2E36310C392D1D00531300454A4F5C46083C1503554C5E435E501718420B05575B1755

PacLu VIq)pOBaH HbIV naponb I 15260E1F101C2E36310C392D1D00531300454A4F5C46083C1503554C5E435E501718420B05575B1755

TestVery_long%passworf_multiple#symbols&
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Bepcum

= o«

Windows 10 macOS® Linux

MNoanepxusaembie onepauUoOHHbIE CUCTEMbI:
Habop yTuUAuT nocTaBnseTcs MNof onepauuoHHble cucTembl Windows 7/8/10
B ckopom BpemeHu bypeT poctyneH nog OC Linux u MacOS

BapuaHTbl NOCTaBKM:

Mocne yCcTaHOBKM BCe yTuAuUThl paboTawT B 6ecnsaTHOM pexume

EOMHCTBEHHOE OrpaHuM4YeHMe KOTOpPOro - HEeBO3MOXHO WUCMOSb30BaTb ¢ann npoduna COBMECTHO C YTUAUTOW powerportsv2.

Ins pa3bsoOKMPOBKM BO3MOXHOCTM MCMONb30BAHUA Mnpoduneir, HeoOXOAMMO KYMUTb JIMLEH3UI,

ANA 3TOro HeobxoAMMO BbIC/IATb pPerucTpauuoHHbl Koa (oTobpaxaeTcs npu 3anycke powerportsv2) Ha agpec_info@powerc.ru
C YKa3aHWeM BalWWX KOHTAKTHbIX [aHHbIX, Mbl CBSXEMCA C BaMW W MNocC/ie oniaThl Bbiwiem Bam ¢ain license.dat

KOTOpbIi HEO6XOAMMO CKOMMPOBATb B Manky C YyTUAUTaMM.

CToMMOCTb KoMMepyeckoin Bepcum MO Ha 2023 rof cocTaBnseT 2600 pyb6nei.

BaXHoe 3amevaHue: SULEH3UA MPUBA3LIBAETCA K MAEHTUOMKATOPY BaWero KOMMbHTEpa a Tak xe paboTaeT TONbKO C Tekylwei Bepcuei MO.
B cnydyae nepeHoca MO Ha Apyroi KomnbwTep, BaM MNoTpebyeTcA CBA3aTbCA C HaMW U Mbl MEepPEBbINYCTUM JIMLEH3UK.

Jlokanusauumsa:
Ha paHHbIA MOMEHT BO3MOXHA JioKanuM3auua Tonbko PowerPORTSV2, ana 3Toro HeobxoAMMO CKOMMpOBATb B nanky ¢ yTuantamm ¢ann loclang.json
OOCTYMHbIA MOKa TONbKO ANA pYyCCKOro A3blKa
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boAbLLue UHCDPOPMALLUM

v

Poccua, CaHkT-leTepOypr %, M
TannuHckas 6-B
TenedoH: +7 (812) 7034338
http://www.powerc.ru

info@powerc.ru

Qﬂpo,u,ym(mmﬁ Maraauu
Ha MaNooXTUHCKOM...
12

Q

Knyé CoBpemMeHHWK
CIe6 rbY rnmLl "Oxra”

,[’!ﬂyap Cwn
o




	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10
	Page 11
	Page 12

